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 Police, Crime, Sentencing and Courts Act 2022, 
Part 2, Chapter 3 Electronic Device Extraction
User
Digital Processing Notice (DPNa)


To be completed by the officer taking possession of the electronic device.

A separate form must be completed for each device.
Provide a copy of section 1 to the user /person providing agreement once complete.

Throughout this form the term ‘user’ means the person who ordinarily uses the device.

Section 1 
Device information 

	Crime report No:
	[bookmark: OccurrenceFileNo]

	

	OIC Details

	Station / Department / Team
	[bookmark: OccurrenceOIC_Unit]

	Name & Shoulder No
	[bookmark: OccurrenceOIC_FullId]

	Device Details

	Exhibit Ref
	[bookmark: Exhibit]
	[bookmark: PINPAD]Device
Pattern
Lock

Indicate beginning and end

 

[bookmark: PINPAD1]

	Property Ref
	[bookmark: PropRef]
	

	Telephone No(s)
	[bookmark: TelNum]
	
	

	Make of Device
	[bookmark: Make]
	Model
	[bookmark: Model]
	

	Data Card present
	Yes/No
	No of Cards
	[bookmark: NumCards]
	

	SIM Present
	Yes/No

	SIM PIN Code
	[bookmark: SimCode]
	

	Device Pass Code
	[bookmark: PassCode]
	

	Description of device condition
(i.e. damage or faults, last used)
	
	




The purpose and power
(This section explains the lawful power being used to extract the required information)


	Lawful power being utilised
	Sub-section
	Indicate which sub-section you are utilising.
	Has the user or their representative agreed to provide the device for extraction (yes/no)?

	

Police, Crime, Sentencing and Courts Act 2022 Section 37(1).





Note:  An adult is an at-risk adult if you reasonably believe that they are experiencing, or at risk of, neglect or physical, mental or emotional harm, and they are unable to protect themselves against the neglect of harm or the risk of it.
	
(2)(a) Preventing, detecting, investigating or prosecuting crime.
	


	

	
	
(2)(b) Helping to locate a missing person.

	
	

	
	
(2)(c) Protecting a child or an at-risk adult from neglect or physical, mental or emotional harm.
	
	




	When the user has not agreed / is unavailable/ is unable to provide the device and/or to the extraction, indicate which of the following conditions are met: (mark with an X)

	

Police, Crime, Sentencing and Courts Act 2022 Section 40(1).


	Condition A – a person who was a user of the electronic device has died and the person was a user of the device immediately before their death.
	

	
	Condition B - a user of the electronic device is a child or an adult without capacity, and
you reasonably believe that the user’s life is at risk or there is a risk of serious harm to the user.

Note, Harm may also include financial abuse or coercive control

	

	
	Condition C - a person who was a user of the electronic device is missing, they were a user of the device immediately before they went missing, and you reasonably believe that the person’s life is at risk or there is a risk of serious harm to the person.

Note, you must reasonably believe they were a user of the device

	



	Indicate here if you are utilising the alternative power under Section 41:

	Extraction of information from electronic devices for investigations of death:
· A person who was a user of the electronic device has died, and the person was a user of the device immediately before their death. 

(‘Immediately before they died’ means that they were the user of the device around the time of their death.) 

This power may be exercised only for the purposes of an investigation into the person’s death under Chapter 1 of Part 1 of the Coroners and Justice Act 2009.
	




The information 
(This section explains what information is sought and why it is strictly necessary and proportionate to obtain it for the investigation/purpose)

	What information is requested from the device?


	What information are you looking for? Be specific. For example, WhatsApp messages between person A and person B between set dates in which the offence is discussed.

	







	I reasonably believe that information stored on the electronic device is relevant to a reasonable line of enquiry / the purpose because: 


	Explain the offence(s) under investigation or the circumstances, and the basis for your belief that information is on the device. This will either be to follow a reasonable line of enquiry if investigating a crime, or for the purpose of extraction, i.e. locating a missing person or protecting a child or at risk adult:









	Why it is strictly necessary and proportionate to extract the information

Explain why the information is strictly necessary in light of the reasonable lines of enquiry or the purpose you have identified above.

You must have considered the risk of obtaining other information that is not being targeted and collateral intrusion.


	Explain what alternative less intrusive methods of obtaining this information have been considered, and if available, why it is not practicable to use them. Specify how the information will be reviewed to minimise intrusion, yet secures the information sufficiently. Always consider an incremental approach where possible, and extraction from a suspect’s device should always be considered first.













	Confidential material
You must assess whether there is a risk of obtaining confidential information.
(See FAQs for an explanation and guidance on confidential information) 


	Has the device user been asked whether there is likely to be confidential information on the user’s device? if so, what was their response?
	

	Do you expect to find confidential information on the device? If so, how will you proceed?
	





	Extraction time period:
Record how long the user is likely to be without their device

	The time-period the user will be without their device will be dependent on force capability and capacity. If you cannot be precise, you must provide the device user with an approximate time-period. 








Volunteered devices and agreement 
(This section is where the device user agreement is recorded - see below for children or adults without capacity) 


	User of device

	Name:
	[bookmark: FullName]
	DOB:
	[bookmark: DateOfBirth]

	Declaration
	

I have voluntarily provided the digital device, and;
I have agreed to the extraction of information specified within this notice from it. 

I am aware I am entitled to a copy of section 1 and a DPNb. 

I am aware that I can refuse this request and that the enquiry will not be brought to end merely because of this refusal.  


	Signature:
	[bookmark: OwnerSign]

	Time/date:
	[bookmark: OwnerTimeDate]




	If utilising Section 37 powers and the user of the device has given oral agreement only (due to physical impairment or lack of literacy skills), you must record that here
Note, you should ask whether they wish to have another person present, such as a family member or friend, to ensure the oral discussion accurately reflects what is in the written notice

	Reason for requiring oral authorisation and confirmation that it has been given.
	






	Time/date:

	[bookmark: PersonSignDate_Time][bookmark: OICTimeDate]




Volunteered devices and agreement on behalf of a child or an adult without capacity 
(This section is where the agreement is recorded on behalf of a child or an adult without capacity) 

	The alternative Individual where the device user is a child or an adult without capacity


	Name:
	
	DOB:
	

	Declaration
	

I have voluntarily provided the digital device, and;
I have agreed to the extraction of information specified within this notice from it. 

I am aware I am entitled to a copy of section 1 and a DPNb. 

I am aware that I can refuse this request and that the enquiry will not be brought to end merely because of this refusal.  


	Signature:
	

	Time/date:
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	Views of a child or adult without capacity

In cases where the user is a child, you should record:
• if the child was asked for their views, what those views were; 
• if the child’s views differed from the views of the person providing the device and agreeing to the extraction of information from it; 
• if the child was not asked their views, why not;
• the decision the alternative person came to on use of the power and why.

In cases where the user is an adult without capacity, you should record:
• the basis of the assessment that the adult is without capacity; 
• if the adult without capacity was asked for their views, what those views were; 
• if the views of the adult without capacity differed from the views of the person providing the device and agreeing to the extraction of information from it;
• if the adult without capacity was not asked their views, why not;
• the decision the alternative individual made on use of the power and why.


	











Device not volunteered and agreement not given
(This section is to record the reasons the user or the alternative individual gave if they refused to volunteer the device or provide agreement for extraction.) 

	Record the reasons that the user / the alternative individual gave for not volunteering their device or agreeing to extraction. This section only needs to be completed when you utilise a condition under Section 40.


	








Urgent Oral Sanction 
(This section is where the authorised person records why an urgent oral authority to examine a device is needed and the decision from the sanctioning officer). 

An urgent oral sanction can only be sought when there is a real and immediate risk of serious harm to a person and the other requirements for use of the power in Section 37 are met. For the conditions that need to be met to examine a device urgently without the agreement of the device user, see section 40 of the PCSC Act.

	Urgent oral sanction sought and why it is urgent


	Record what the risk is and the reason for seeking urgent sanctioning of extraction.







	Sanctioning Officer response to an urgent oral request 


	If the Sanctioning Officer gave urgent oral authorisation for extraction, then record the extent of that extraction and the details of the Sanctioning officer. 






[bookmark: ENDDOC]

Section 2
Sanctioning the Extraction

To be completed by the authorising Inspector
	Authority Required from
	INSPECTOR



	Authority to extract

	Is the device lawfully in police possession?
(Does the PCSC Act allow for extraction in the given circumstances)
	Yes/No
If no, detail below what action you have taken

	Has the device been interfered with or interrogated in any way? (By police)
	Yes/No
Explain:

	Did you urgently sanction an extraction?
(Note, this is available when there is a real and immediate risk of serious harm to a person)
	Yes/No

	If the device user has provided oral agreement only, confirm here whether you consider this appropriate and why. 
	

	I have considered the following in relation to this authorisation:

· Section 1 is completed accurately and contains the required information and considerations;
· Less intrusive means of obtaining the required information have been appropriately considered, and where precluded, an appropriate explanation provided;
· Whether a DPNb has been provided to the device user and/or the alternative individual providing agreement; 
· Whether the right support was provided to the device user so that I can be confident that the person providing agreement fully understood the request, and that the device was lawfully volunteered and agreement freely given

(Note, if you orally sanctioned extraction you should record the reason why, and what extent of extraction was sanctioned)
Having considered the above I authorise/reject this request for extraction:
Comment here

	Name
	[bookmark: InspName]
	Signature
	[bookmark: InspSign]

	Time & Date authorised
	[bookmark: InspDateTime]























Section 3

Guidance for officer completing the form – FAQs

What does extraction mean?
For the purposes of these powers, the term ‘extraction’ includes the reproduction of digital information or data from a device in any form. This includes taking screenshots by any method. 

Extraction does not mean receiving copies of digital information, such as a screenshot taken by the device user and shared with you in another way such as being attached to an e-mail.
 
When can I extract information from the device of a user?
You must have a reasonably believe that information on the device is relevant to a reasonable line of enquiry / the purpose.

The test as to what is ‘reasonable belief’ is an objective one. Any decision to extract information from a device should consider all pertinent information available at the time, taking into account the provenance and the accuracy of the information available and should be based on more than mere suspicion or speculation.

For the purposes of preventing, detecting, investigating, or prosecuting crime you must reasonably believe that information on the device is relevant to a reasonable line of enquiry.

If exercising the power to help locate a missing person, for the purposes of protecting a child, or an at risk adult from neglect or physical, mental or emotional harm, or for investigating a person’s death, you must reasonably believe that information stored on the device is relevant to that purpose

Further guidance on communications evidence can be found here:

Disclosure - A guide to "reasonable lines of enquiry" and communications evidence | The Crown Prosecution Service (cps.gov.uk)

What is the lawful basis for taking possession of the device and extracting the information?
You will be relying on the electronic device extraction power in Part 2, Chapter 3 of the Police, Crime, Sentencing and Courts Act 2022. This Act is applicable to the extraction from an ’electronic device’, which means any device on which information is capable of being stored electronically and includes any component of such a device. (Data on the ‘cloud’ is not included).

The law allows you to take possession of the device when the device user has provided their agreement for you to do so. However, the device user must be informed of the information you are seeking from the device before they agree to provide it. 

The powers in Section 37 may be used for the purpose of:

• 37(2)(a) Preventing, detecting, investigating or prosecuting crime;
• 37(2)(b) Helping to locate a missing person, or;
• 37(2)(c) Protecting a child or an at-risk adult from neglect or physical, mental or emotional harm. 

If agreement has not been provided by the device user or representative, you can only extract information from it when one of the conditions A-C applies (as set out in the table in section 1 above). If one of the conditions exists, you can take possession of the device to extract the information.

Data Protection Act 2018
The PCSC Act allows for law and non-law enforcement purposes. 
If extracting for law enforcement purposes, the Police will subsequently process the personal data on it in accordance with Part 3 of the Data Protection Act 2018. This allows us to process personal data when it is required for a law enforcement purpose. There are conditions attached. As we expect to process sensitive personal data we will only acquire data from the device when it is ‘strictly necessary’ to do so for the law enforcement purpose. We need to meet one of the conditions set out in Schedule 8 DPA 2018. The conditions most likely to be met are:
· necessary for judicial and statutory purposes – for reasons of substantial public interest;
· necessary for the administration of justice;
· necessary for the safeguarding of children and of individuals at risk.

We must demonstrate that we have considered and precluded alternative, less intrusive means of achieving the same law enforcement purpose.

If extracting for non-law enforcement purposes – for example, to help locate a missing person or to protect a child or an at-risk adult from neglect or physical, mental or emotional harm (where no criminal element exists), or for the purposes of certain non-criminal investigations or inquests into the person’s death - you will process under the UK GDPR. When extracting information for non-law enforcement purposes, the seven principles under Article 5 of the UK GDPR need to be met and Article 6 of the UK GDPR defines the lawful basis on which you can process the data. As we expect to process ‘special category data’ Article 9 of the UK GDPR also applies. 

In every case when assessing if it is necessary and proportionate to extract information and process information you should balance the benefit of extraction with the likely intrusion into the users privacy and the privacy of others whose information is stored on their device. 

When should I use the PCSC Act?
[bookmark: _GoBack]It is expected that the digital device extraction power contained in the PCSC Act will be used when extracting information from personally held digital devices. Whilst there are other use cases, this will usually be when a device is provided by a victim or witness.

A DPN is not required when you are shown information on a device and make a separate note of that information. However, if the note contains ‘personal information’ as defined by the UK GDPR, then there must be observation of Data Protection legislation.

Where can I obtain further information about how I should utilise the PCSC power?
The DPNa and DPNb adhere to the Code of Practice that accompanies the PCSC Act. The Code of Practice can be accessed here:
Extraction of Information from electronic devices: code of practice

Do I need the agreement of the user to take possession of their device? 
Yes, unless the conditions under s40 apply. You will need the device user, or their representative (in the case of child or adult without capacity), to volunteer the device and agree to the information extraction.
This agreement must be signed for on this DPNa, unless they cannot sign because of their physical impairment or lack of literacy skills, then agreement may be given orally. In this instance the device user should be asked whether they wish to have another person present, such as a family member or friend, to ensure the oral discussion accurately reflects what is in the written notice. You must record the agreement in the space provided.

You must not have placed any undue pressure on them and be satisfied that they have not been coerced by anyone. ‘Undue pressure’ means making the person feel as though they do not have a choice about volunteering the device and agreeing to extraction.

The NPCC position is that the PCSC Act should be used when dealing with digital devices belonging to victims and witnesses. There should be limited circumstances when alternative coercive powers are used on victims and witnesses and only when you reasonably believe that life is at risk, or there is a risk of serious harm, and that the risk cannot be mitigated by less intrusive means. When alternative powers are used a DPNc should be completed instead of this notice.

In all cases, you must consider the individual’s needs and vulnerabilities and take the action necessary to provide them with the support needed to understand what it is they are being asked to agree to and why. An individual can be considered vulnerable if they require some level of additional support to make an informed decision to provide their device and agree to the extraction of information from it. Remember that the user may be supported by a number of different professionals during this process, for example, a language interpreter, an intermediary, an Independent Domestic Violence Advisor (IDVA), or an Independent Sexual Violence Advisor.

Whose agreement do I need if the user is a child or adult without capacity?
A child or an adult without capacity is not able to voluntarily provide a device or agree to the extraction of information from it for the purposes of Section 37 of the Act. 

An alternative individual will be responsible for making these decisions on behalf of the child or adult without capacity.

For a child (anyone under the age of 18):
A parent or guardian, or a person representing a relevant authority or voluntary organisation, or if those are unavailable, as a last resort a responsible person, who must be 18 or over.

For an adult without capacity:
A person is an adult without capacity if, within the meaning of the Mental Capacity Act 2005, they lack capacity. You should adhere to the principles in Section 1 of the Mental Capacity Act 2005.

A parent or guardian, or a person representing a relevant authority or voluntary organisation, registered social worker, someone who has power of attorney, a deputy appointed under section 16 of the Mental Capacity Act 2005 or if those are unavailable, as a last resort a responsible person, who must be 18 or over.

For both a child and adult without capacity:
Unless inappropriate to do so, you must contact a parent, guardian or person representing the relevant authority or voluntary organisation, (or in the case of an adult without capacity, a registered social worker, someone who has power of attorney or a deputy appointed under section 16 of the Mental Capacity Act 2005) before turning to another responsible person. 

Best practice is to wait for such a person to be available to make the decisions.

Where the decisions have been made on behalf of the child or an adult without capacity by a responsible person, you must, unless you consider it is inappropriate to do so, notify a parent or guardian that the power has been used and for what purpose. This notification should be made as soon as possible. Where it is not appropriate to notify a parent or guardian because they are a suspect in the investigation, or where you believe that revealing information has been extracted will put the user at risk, you should consider notifying another parent or guardian.

Before exercising the Section 37 power, you must, so far as it is reasonably practicable to do so, ascertain the views of the user and have regard to any views so ascertained, taking account of the child’s age and maturity / conditions that affect their capacity.

You should ensure that an explanation has been provided to the user as to what will happen to their information and device and that, whilst their views will be taken into account, it is only an adult who can make decisions on their behalf. You should confirm that the person making the decisions on behalf of the user is aware of their views, and has taken into account the views they have on this matter. The adult may still decide to provide (or to not provide) the device and agree (or not agree) to the extraction of information from it having had regard to the views of the child’s / adult without capacity, and when doing so, they must be acting in the best interests of the child / adult without capacity.

If the user agrees, how should I review the information?
Once you have identified that it is a reasonable line of enquiry, and either the user has agreed to extraction or you are utilising a condition A –C, you need to consider how you will review the information. 

Your approach should be incremental, starting with the least intrusive method where appropriate. To reduce the inconvenience to the user you should keep the device for only so long as is necessary. You should consider:
· What information do I want to review? Can I do this without taking the device from the user?
· Have I already obtained the same information from a suspect’s device? If so, do I still need to examine the user’s device? Is corroboration required?
· Manual examinations of devices, including screen shots, may be considered in certain circumstances.
· If you are unsure which method of capture to use, seek forensic advice.
· You should consider a manual examination, including screenshots, without taking the device away only when:
1. There is minimal information and it is unlikely to be of significant evidential value; 
1. Information on devices could be lost if not captured immediately;
1. Volatile information is present, i.e. data that might be lost if the device is turned off, or;
1. Having carefully sought to persuade the user to provide their device, reassured them of its handling and explained to them the potential consequences of refusing to provide it, you find the user still chooses not to do so, leaving screenshots as the only available option to secure some record of the information. This might be the case if the user will not allow you to take the device but will allow screenshots to be taken. 
· If you capture information using manual examination, you should make clear in the case file: (1) that this method was used; and (2) your reasons for believing that screenshots provide the only remaining way of recording the information in the circumstances. 
· If you capture information using manual examination because this is all the user will agree to, you should make clear in the case file your efforts to persuade the user to provide their device and their reasons for not doing so. This should be included in their witness statement, if one is provided. 
· If the conditions for manual examination are not met then you will need forensically to extract the information from the device belonging to the user. The contents should be extracted with minimum inconvenience and the device returned without unnecessary delay.
· You should extract and/or search only for the information relevant to the line of enquiry / purpose. Wherever possible, you should also specify the time-frame that is likely to be relevant, and set specific start and end dates before searching for and/or acquiring information. If you are using search terms to review the information, these must be recorded. You should advise the user that you have set these parameters, together with your rationale.
· Technology used to acquire information from devices is developing all the time, as are the devices themselves. Some technology will enable specific types of information to be targeted. However, some requires the copying or acquisition of recoverable content on a device to enable a more specific review either manually or using search tools. Whatever technology is used, you must seek only information that enables the review of what is strictly necessary as identified on this form and agreed with the user. 
· Wherever possible, you should delete any information acquired from a device that is outside of the parameters agreed with the user. This includes information that has not been reviewed following the deployment of search tools. 
· If you need to complete another extraction as the parameters agreed with the user have changed, you should seek to reacquire their device and complete a new DPNa. 
· It may not be possible to delete information from the master copy if it is inextricably linked to relevant information and/or doing so would adversely affect the provenance and/or integrity of the information should it be subject to challenge at a later date. This may be the case if the information is held on a disc or encrypted file, for example.
· In these circumstances any working copy created should consist only of the information deemed to be relevant. 
· The master copy must be kept securely. Additional safeguarding measures to prevent inappropriate access, review or disclosure of the information should be implemented and highlighted within the <insert Sensitive Processing Appropriate Policy Document>

What if I find evidence of unrelated criminal activity on the device?
Please take a proportionate approach to any evidence of unrelated criminal activity you find on the device of a victim or witness. Before initiating an investigation into such activity you should consider very carefully:
0. The seriousness of the offence you are investigating set against the seriousness of the unrelated criminal activity. It is most unlikely to be proportionate, for example, to investigate references in messages to drug use, when dealing with a victim of sexual assault; 
0. Whether there is risk of harm to any person as a result of the unrelated criminality;
0. The risk that a witness might disengage if they perceive there to be a likelihood of their being pursued for relatively minor offences and the consequences of this for public safety if as a result an offender is not brought to justice;
0. Whether the information about the unrelated criminal activity is capable of having a bearing on the initial offence being investigated. If so, this information must be revealed to the prosecutor. It will not be disclosed to the defence unless the disclosure test is met;
0. If you are investigating a sexual offence you should seek the authority of a Detective Chief Inspector before investigating unrelated criminal activity. 

What should I tell the user about the process?
You should provide the user with the DPNb ‘user information sheet.’  It is important that you communicate clearly and ensure the user understands their right to privacy and where they can access further information. Whilst this sets out general information you need to tell the user the following, which will be relevant to the case:
1. The legal basis and justification for processing to take place (that for crime the extraction is performed in pursuance of a reasonable line of enquiry in accordance with the CPIA 1996 and which power is being used); explain what information you are seeking, which areas of their device will be looked at, and what particular dates or time-period you will be reviewing, as set out in this form; 
· Reassure the user that their device will be examined only to the extent necessary to pursue the reasonable line of enquiry and that otherwise the contents will not be looked at;
· Tell the user the length of time they will be without their device (which should be kept to a minimum) using your best estimate; 
· Give the user a copy of section 1 of this form once complete if the device has been volunteered and agreement obtained. (If utilising condition B or C in Section 40 then only a DPNb needs to be provided);
· Keep the user informed as to the use of their information throughout the course of the investigation, according to the extent to which the user wishes to be provided with updates. This should be agreed and recorded in your crime report/enquiry log;  
· If investigating crime, explain that the relevant information will be revealed to a prosecutor only if investigative/charging advice is sought or an offender is charged with an offence; 
· If investigating crime, explain that information will be provided to the defence only if it meets the strict test for disclosure and that it will be served in a suitably redacted form to ensure that personal details or other irrelevant information are not unnecessarily revealed (e.g. photographs, addresses or full telephone numbers);
· Tell the user about their right to privacy and signpost them to the Sensitive Processing Appropriate Policy Document.

What if the user does not agree to provide their device or to allow specific information to be extracted?
If this happens, it is important to understand the reasons. Offer reassurance in line with the guidance above. It is important to ensure that the user is not, and does not feel, unduly pressured. If you are concerned that the user does not fully understand the process, consider the use of a support service or an intermediary. If the user maintains their position, record their reasons. 

Section 40 condition B of the PCSC Act allows you to take possession of the device to complete extraction if a user of the electronic device is a child or an adult without capacity, and you reasonably believe that the user’s life is at risk or there is a risk of serious harm to the user. (Harm may also include financial abuse or coercive control).

Alternatively you can consider other powers, however the use of coercive powers to obtain devices containing personal or sensitive information from victims and witnesses, for example the powers of seizure under PACE, should be rare, and when you reasonably believe that life is at risk, or there is a risk of serious harm. If an alternative power is used complete a DPNc, not a DPNa.

If the device is not volunteered or obtained when investigating crime, explain to a victim or witness that if the police are unable to pursue this enquiry:

1. a witness summons might be issued, or; 
1. a prosecution might be unable to proceed.

Explain to the user that they must not delete potentially relevant information from their device and that if they do so this might prevent the police from carrying out a fair investigation which could result in the investigation being closed. You should record that this information has been given. 

If investigating crime, you should seek to take a statement from the user explaining in detail what information exists and why they will not allow the police to examine their device. This statement should then be included in any file that is submitted to the CPS and, if applicable, disclosed to the Defence.

Decisions as to the progression of a case must be based on whether a suspect can still have a fair trial without a line of enquiry being completed. The police should not close a case only because a user has not provided their device for examination. You should continue to follow all reasonable lines of enquiry. Decision making should take into account all of the evidence available.  

How do I manage a device that has been seized before the PCSC Act could be considered or utilised?
There may be occasions when the Police come into lawful possession of a device, and it is later established to belong to a victim or witness of crime. An example of this is a phone seized during a house search, or from a suspect upon arrest. 
In these circumstances you should approach the victim or witness with a view to obtaining agreement to extract information in line with Section 37(2)(a). Should agreement be forthcoming then you would revert to utilising the PCSC Act and complete this DPNa form. 
Should the victim or witness not agree, then there would be reliance on the original power for seizing the device and you should complete a DPNc as appropriate. 
The NPCC expect that continued retention of a victim or witness’ device and extraction against their agreement should only occur when you reasonably believe that life is at risk, or there is a risk of serious harm.

When can I utilise S41 for Death Investigations
You can utilise S41 when conducting a non-criminal investigation into a death on behalf of the Coroner. 

The purpose of an investigation into a person's death is to ascertain:
(a) who the deceased was;
(b) how, when and where the deceased came by his or her death;

The purpose of extracting information from the device must be in order to ascertain information to support (a) or (b). 

What is ‘confidential material’ and how do I approach it?
‘Confidential information’ is:
· Confidential journalistic information - information created or acquired for the purposes of journalism which is held in confidence (or which, in the case of information in a communication, the sender holds in confidence or intends the recipient to hold in confidence).
· Protected information, which is:
- Items subject to legal privilege - Certain communications between a professional legal adviser and their client (or between such a person and others).
- Personal records and other information acquired or created during the course of a trade, business, profession or occupation (or for the purposes of any office) which are held in confidence.

If you are not intentionally seeking confidential information, you must nevertheless assess whether there is a risk of obtaining confidential information if you carry out extraction of data from the user’s device. This will require you to explain to the user what ‘confidential material’ is, and ask the user whether there is confidential information on their device. You must also apply your own mind to the question of whether there is a risk that extraction will include confidential information. 
 
If you assess there to be no risk of obtaining confidential information then you may continue with the extraction.
 
If you think that there is a risk of obtaining confidential information, you should go on to consider four further matters:
 
(1)   The type of confidential information likely to be stored on the device
(2)   The amount of confidential information likely to be stored on the device
(3)   The potential relevance of that information to the purpose(s) for which you are extracting the information.
(4)   Whether there are other means of obtaining the information sought which do not risk obtaining confidential information and be satisfied that (i) there are not, or (ii) if there are, it is not reasonably practicable to use them.
 
You must determine whether the confidential information is likely to be relevant to the reasonable line of enquiry that you are pursuing. For example, where a victim of a sexual assault has correspondence on their device with a solicitor relating to the sale of a property, this is confidential information, but is not relevant to the investigation. However, correspondence between the device user and a legal professional regarding a criminal allegation made by the victim which the police are investigating is confidential information and may be relevant to the investigation. 
 
If your conclusion is that there is a risk of obtaining confidential information which is not likely to be relevant to the reasonable line of enquiry that you are pursuing and that the amount of confidential information is likely to be large, then you should follow the guidance in paragraphs 29 – 33 of the Attorney General’s Guidelines on Disclosure Annex A.

If your conclusion is that there is a risk of obtaining confidential information which is not likely to be relevant to the reasonable line of enquiry that you are pursuing but that the amount of confidential information is likely to be minimal, then you may proceed with the extraction.
 
If your conclusion is that there is a risk of obtaining confidential information which is likely to be relevant to the reasonable line of enquiry that you are pursuing, then, you are not allowed to utilise this power whilst that information is privileged or held in confidence. In no circumstances should an authorised person ask a device user to waive their right to confidentiality for the purposes of obtaining confidential information. If a device user expresses their wish to do so, the authorised person should advise that this decision is only taken after the device user has received legal advice. However, if the device user waives the privilege or confidence of the protected material, then you may use this Act to extract it.

There may be occasions when confidential information is unintentionally obtained and reviewed during an extraction. Depending on what the information is, you should proceed as follows: 
· If the confidential information accidentally obtained is irrelevant to the case, it must be deleted or redacted as soon as is practically possible. 
· If the confidential information is relevant to the case, you should follow Force guidance regarding what to do in this scenario. For example, for some types of confidential information, it may be necessary to send all the extracted information for review by a lawyer independent from the police.

In all cases where it is known that confidential information has been obtained from the device without the device user’s knowledge, you should inform them at the earliest opportunity of what has been extracted and the actions that have been taken to protect their information, unless there is a lawful reason not to.

Service Police Investigations Only

1. Where this notice requires the authority of an Inspector to authorise forensic analysis of a device, an Authorising Service Police Officer is to be of or above the rank of Lieutenant (Royal Navy), Captain (Army or Royal Marines) or Flight Lieutenant (Royal Air Force).

1. Where this notice requires the authority of a Detective Chief Inspector to further investigate unrelated criminal activity, no person shall act as an Authorising Service Police Officer unless they are a Service Police Officer of or above the rank of Lieutenant Commander (Royal Navy), Major (Army or Royal Marines) or Squadron Leader (Royal Air Force).
