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Seized device information notice for device user

Why do the police need my device?
The Criminal Procedure and Investigations Act 1996 Code of Practice paragraph 3.5 states that when the Police conduct an investigation, the investigator should pursue all reasonable lines of inquiry, whether these point towards or away from the suspect. 

The investigator in this case has determined that extracting information from your device is a reasonable line of enquiry.

What is happening to my device?
The law permits us to seize your device from you in certain circumstances. The law also provides a power of search to locate the device in certain circumstances. The lawful powers used to search for and seize your device should be explained to you by the officer seizing it, if practicable. You are not entitled to refuse when officers are exercising their powers of search and/or seizure lawfully and by doing so, you may be committing further offences.

We will process the personal data (information) on it in accordance with Part 3 of the Data Protection Act 2018. This section allows us to process personal data when it is required for a law enforcement purpose. There are conditions attached to this. As we expect to process sensitive personal data we will only acquire data from the device when it is ‘strictly necessary’ to do so for that law enforcement purpose. We also need to meet one of the conditions set out in Schedule 8 DPA 2018. The most likely conditions that will be met are:
· necessary for judicial and statutory purposes – for reasons of substantial public interest;
· necessary for the administration of justice;
· necessary for the safeguarding of children and of individuals at risk.

How long will you keep my device for?
This will depend on the case circumstances. Often the officer seizing or taking possession of your device will not know this information. You will be provided with the details of the officer in the case, who will inform you of how long they expect to keep your device for. 

Will the police look at everything on my device?
Officers will look only at the information they deem relevant to the investigation.
Wherever possible we will acquire only the information we believe may be relevant, so that we can review it. The investigator will be required to record the information they are looking for and why they are looking for it before the extraction takes place. We may not give you this information as to do so may prejudice the investigation. 

If technology does not allow us precisely to target only the relevant information, we may have to copy more information than we need. If this happens, the investigator will set clear parameters to satisfy the reasonable line of enquiry and review information only within those parameters. This could include reviewing within specific dates, focused enquiries using search terms or only reviewing particular message threads. The investigator will make a record of the parameters they have set and why they have set them. Information outside of these parameters will not be looked at.  

It has been decided not to inform you of what we are looking for or why, as it is necessary and proportionate to: 

	Reason for not informing:
	Place X in relevant row

	a) Avoid obstructing an investigation
	[bookmark: check1]

	b) Avoid prejudicing the prevention, detection, investigation or prosecution of criminal offences or the execution of criminal penalties
	[bookmark: check2]

	c) Protect public security
	[bookmark: check3]

	d) Protect national security
	[bookmark: check4]

	e) Protect the rights and freedoms of others
	[bookmark: check5]



Under section 51(2)(a) of the Data Protection Act 2018 you have the right to request the Commissioner to check that the restriction imposed by the controller was lawful.

You can apply to a court under section 167 of the Data Protection Act 2018 to ascertain if there has been an infringement of your rights under the data protection legislation.


What will the police do with the information they take from my device? Who will they give it to?
If we make the decision to take no further action in the case then we will not share the information from it with anyone else, unless we identify an unrelated risk to any individual or we identify evidence of unrelated offences. We will tell you when we have done this unless to do would put anyone at risk or prejudice an ongoing investigation. 

There may be exceptional circumstances when the information collected may be shared for other purposes. This might be in relation to civil matters before a family court or if you make a complaint about the handling of the investigation relating to your case, for example. Any sharing will be assessed in relation to necessity.  

The decision to charge certain categories of offence rests with the Crown Prosecution Service. We will share relevant information with the prosecutor when requesting a charging decision for such offences. 

Should you be charged with an offence, the information on your device will fall into one of three categories:
Evidence 
This is the information that the prosecution will use in court in order to prove the offence. This information will be served on the defence team by the prosecution. 
Relevant information 
This is information that is relevant to the investigation, any person being investigated or the surrounding circumstances of the case but not being relied upon to prove the offence in court. There is a duty on prosecutors to disclose information from this category to a defendant if it assists their defence or undermines the prosecution case. 
Non-relevant information
This is everything else that’s not in the first two categories. In some cases where we have been able precisely to target only the relevant information, there will not be anything in this category. Where we have had to acquire more than we need, we will delete this information wherever possible and as soon as possible. This includes information that has not been looked at because it was not within the parameters set by the officer.
There may be occasions when it is impossible to separate this information from information that falls into the first two categories. If this is the case, it will be dealt with as highlighted within <insert force> Sensitive Processing Policy Document:
<insert policy document>

How will my information be kept secure?
You may be particularly concerned about the security of any information which is downloaded and stored during and after the investigation. Here we briefly explain our commitment to keeping your information secure, but you can find further details in the Sensitive Processing Appropriate Policy Document referenced above, and in the Management of Police Information (MoPI) Authorised Professional Practice (APP) policy document issued by the College of Policing and available on their website (the link is included below). 
Any data that is downloaded from your device is kept on <insert force> secure database, and on DVDs and encrypted USBs. It will be handled, stored and retained securely in accordance with the provisions of the Management of Police Information (MoPI) APP and, in the case of sensitive data, the Sensitive Processing Appropriate Policy Document. It will not be stored for longer than is necessary.
Further details regarding privacy information, including your rights under data protection legislation, are set out in the Sensitive Processing Appropriate Policy Document
The Sensitive Processing Policy Document can be found at:
<insert policy doc>
The Management of Police Information (MoPI) APP can be found at the College of Policing website Management of police information | College of Policing. 

Data Protection – what are my rights?
The Data Protection Act 2018 affords you certain rights. It also mandates that we tell you certain things, which we have set out below. 
To find out more about how Thames Valley Police uses your personal data and how to exercise your data rights, see our privacy notice at <insert force privacy notice> or request a copy by calling 101.

[bookmark: _GoBack]Under Section 45 Data Protection Act 2018, you are able to make data protection requests (also known as subject access requests or SARS). More information can be found on the ICO website. 
Further questions or complaints
If you have any further questions or you have a complaint, please speak to the investigating officer in charge of your case. 

Alternatively, you can contact our Professional Standards Department:
<insert contact details for force PSD>

If you have a complaint regarding how the police have handled your data from your
device(s), you have the right to complain to the Information Commissioners Office, who are the UK's independent body set up to uphold information rights. They can be contacted through their website or by dialling 0303 123 1113.
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